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Build and scale a fully integrated GRC program that drives
financial value and operational efficiencies.

Establish partnership between GRC and business
organizations to operate in a manner that optimizes risk
in alignment with business outcomes.

Scale GRC though automation.
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It's notGorRorC”

Integrated GRC allows organizations to optimize risk while
managing compliance in a manner that is based on business
context, business priorities and as such drives risk-based business

decisions.

Reduced fragmentation among business units & eliminates silos

Provides an enterprise wide visuality to compliance and risk
postures.

Allows the company to apply a risk-based approach to align
cybersecurity with business objectives.

Implements a life-cycle compliance program to ensure

conformance with laws, regulations, industry, customer and
corporate requirements.
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Let’s clear the air...

: Risk Acceptance
Risk Assessment

Exemption

Exception

Extension
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Integrated GRC

Governance
Define & Document Controls
Training & Awareness
Metrics & Reporting
Governance of Issues & Risks

Compliance
Assess Effectiveness of Control

Risk Eolmeny: Monitor Compliance

Appetite & Systemic Issue
Threshold Mgmt. Issue Management

Policy Exception

Risk
Risk Assessments
Assessment Treatment
& Exception Acceptance

Mgmt.

Register
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Partner With Business




Partnering with Business Owners

Common Challenges
Financial & Resource Allocation
Competing Prioritization
Complex Regulatory Requirements
Audit Fatigue

Solutions
Increase Efficiency & Scale
Increased Automation
Agile Processes

GRC'’s Role

Role of Influence - Partner with stakeholders
Use a top down / bottom-up approach
USE DATA!l!

(5Pagnolo) Beason

#GRCSummit 2022 | Experience the Power of Connection


https://www.linkedin.com/in/grace-beason/

Scale Througl
Automation




Scale through Automation

Internal Automation

Use of automated functions within a
GRC tool

External Automation

Use of APl integration with security, risk
and compliance tools

Benefits
Scalable
Reduces risk of human error

Continuous compliance vs. point in time
compliance
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Contract Database

Data Governance \
Systems
Crisis Management
System

Projec
Management

Enterprise Data

Architectural
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Corporate Policy

Laws & Regulations
e.g., HIPAA, GDPR, ITAR, FISMA
Common Practices
e.g., NIST, ISO, FEDRAMP
Industry Standards
e.g., PCl, FFIEC, CSA

Standards &
Frameworks

1O ISMS Internal Auélt -
Own Tracking
Other M&As

Legal & Privacy
Office

Other not
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Manual and Automated Processes

Reporting & Data

Account
Profile

Procedure Poli
Assessment Testing Assessment Assessment

Third Party
0

Audit Issues

Offering

Policies

Business Unit Asset Profile

Controls

Client Audits

Compliance Non# Remediation
Conformances Plans

Risk

Acceptance
Vendor
Assessments

BCM Plans

Artifacts

Risk Appetite Risk Profile

Vendor List Vendor Risk
|ssues

Testing
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Threat
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Vulnerability.
Tracking

Automation through APlIs
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Tools/MSS

Compliance
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Tests

External

Th-reat Unified Controls
Intelligence/
Alerti Framework

3rd Party Security

Scoring
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Audits — SOC, PCI, FFIEC, HIPAA, Customer Specific
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