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Scale through Automation

Internal Automation

Use of automated functions within a
GRC tool

External Automation

Use of APl integration with security, risk
and compliance tools

Benefits
Scalable
Reduces risk of human error

Continuous / Near-real-time _
compliance vs. point in time compliance
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Comprehensive Cyber Risk Quantification
- How to scale & deliver Business Value

“Actionable-Risk” Quantification

- IR’lggulat;ry . T'iqm(ej.io Tig1e to EE? of y rindi;ﬁ;i frsom CoeffiCients are
Actionable __ [RCUEENEERELEUE udi ervice Life ulnerability Scans { .
Risk Score — x x x x X calibrated based on
Coefficient 1 Coefficient 2 Coefficient 3 Coefficient 4 cCO ntext
Elements may indicate EnSU res that any g|Ven
i | root drivers of risk (e.g., ‘
Regulatory Findings “\y incorrect inventory or poor CcoO ntro | IS N Ot ove rly'
C(;mpluance Vulnerability library management). | n d exe d
eports St -
e Bty s Likelihood is inversely
issing or e : % .
Time t
ncompiete Rtweduuied "ot T proportionate to
Exposure .
Missing elements are just | measured control effica Ccy
as important as badly Software
operating elements and Deployment Deployment Non-security items
should be treated as worst of Software Tool Not may decrease ability
case scenarios. Installed to manage risk. * Source: Adapted from Gartner. Case Study on

Verizon and “Grounds’ Rules” method.

*jllustrative data only
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Comprehensive Cyber Risk Quantification
- How to scale & deliver Business Value

“Base-Risk” Quantification

Asset Strategic Internet Number of )

; Value Directionality Regulations Facing-Status APls (>

Base Risk x % x 3 X \
Score {

Coefficient Coefficient Coefficient
3 4 5

Coefficient Coefficient 2
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P

Likelihood

Asset Stack Ranking | Stack ranking assets in the portfolio and placing them in tiers ensures there is
always a highest priority asset (or assets). iS d | rectly related to
, , , how “attractive” the
1. AssetOne uses thg bgse risk §core to sgt rl.'fk a.ppetlte and toleraqce. asset. its eXpOSU re
2 Asset T A numeric risk appetite rooted in objective measures of business value and ! . !
x G0N LD exposure helps set budgets and a defined escalation path. and the effica Cy of
3. Asset Three CcO ntro | S
LA NN IONAAN Procedure:
1. Use the base risk to determine allowable control failure/absence (e.g., assets
in the top 10% can only have 10 points of actionable risk). * Source: Adapted from Gartner. Case Study
2. Within risk appetite: Base + Actionable < Base + 10 on Verizon and “Grounds’ Rules” method.
11-Asaet Elevan 3. Within risk tolerance: Base + Actionable < Base + 10 + 5
12 Aeact Tw'elve 4. Outside of tolerance: Base + Actionable > Base + 10 +5
1/:\3\\ /ii?(\et Th\l\rt(isr: A * jllustrative data only
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Key Takeaways - Delivering Business Value

- Integrate, integrate, integrate * You can only start from where you
. Re-keying data and “chasing are and from the path that you are
on -

updates” are examples of failure
mode « Quantifying Something is better

than quantifying Nothing
- "Perfection is the Enemy of

« GRC is not solved by a single “tool” Progress” (Sir Winston Churchill)
* Itis an ecosystem, or suite, of
functions, capabilities, tools and « “Start with what you DO know,
effective data flows improve based on what you COULD

know, and aspire to what you SHOULD
know” (Gavin Anthony Grounds)
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Recommended Reading and Sources

Gartner Cybersecurity Research Team (G00760138)

Systems and Methods for Automated Quantitative Risk and Threat Calculation and
Remediation
Gavin Anthony Grounds; David R. Grantges (US Patent # 20210266340)
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https://www.gartner.com/document/4012705

