GRC

SUMMIT 2022
LONDON, NOV 8-9

Hosted by MetricStream

7 Experience .
the Power of Connection




GRC

SUMMIT 2022
LONDON, NOV 8-9

Hosted by MetricStream

Raghu Srinivas, Ph.D.

SVP, Head of Product Management
& Innovations

M metricstream

© 2022 MetricStream, Inc. All Rights Reserved.

Tom Rutkowski, Ph.D., MBA
MD, Head of Artificial Intelligence

KINETIX

BAARX XX SN
RS

?@_’@f&;‘a X

S




KINETIX

Kinetix delivers explainable Artificial Intelligence
products for Banking and Capital Markets. At
Kinetix we use a unique approach to identifying
Artificial Intelligence use cases called Impactful Al.
Based on an outcome from workshops, we
customize and configure Kinetix Vi - a data and Al
platform - to improve business processes
spanning from identifying investment
opportunities to streamlining trade management
to improving regulatory reporting.
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MetricStream Intelligence
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MetricStream Intelligence: Al-Centric
Workflows for Better GRC Experiences

Risk Identification & Risk Mitigation & Risk Monitoring &
Assessment Treatment Reporting
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Risk Identification & Assessment

Achieved via GRC
Ontology based
Knowledge Graph

Manages relationships
between processes, risks
& controls

|dentifies critical gaps in
risk & control coverage

Intelligently triggers risk
assessments & control
tests
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Risk Mitigation & Treatment

Issue Creation

|dentifies patterns and
themes across issues &
observations

Automatically performs
root cause analysis

Recommends treatment
& action plans
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Monitoring & Reporting on Regulatory Change

Regulation

Al extraction of parts of the regulation
relevant to your organisation
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Monitoring & Reporting on Regulatory Change

Regulation Obligations
Al extraction of parts of the regulation Al generated summary of extracted
relevant to your organisation content with impact score
§201.108 (a) Must Do

to authorize advances thereunder to

> member banks “secured by such
obligations as are eligible for purchase
under section 14(b) of this Act...

— §201.108(c)

I Nothing less than a full guarantee of
principal and interest by a Federal
agency will make an obligation eligible...

— —P §201.108 (b) Must Do

e §201.108 (d) No longer required

—p
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Monitoring & Reporting on Regulatory Change

. ioati Actions
Regulation Obligations
Al extraction of parts of the regultion Al generated summary of extracted Next best action for each impact piece.
relevant to your organisation content with impact score asks are dISTIbULEd across your
employees and systems.
§201.108(a) Must Do Update ISMS Policy O o
to authorize advances thereunder to ] —
»  member banks “secured by such Update AML Policy g @
obligations as are eligible for purchase
under section 14(b) of this Act... Update Conflict of Interest (COI) Policy @ ®
— §201.108(c) Perform Risk Assessment @ ®@
—— )
Nothing less than a full guarantee of
principal and interest by a Federal Perform Control Tests @ ®
agency will make an obligation eligible... @ ®
— —»  §201.108(b) Must Do Already compliant. No actions required
—»  §201.108(d) No longer required Policy review
—>

Already compliant. No actions required
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Monitoring & Reporting on Regulatory Change

. C . Actions
Regulation Obligations
Al extraction of parts of the regulation Al generated summary of extracted Q¢ Human-in-the-loop Al Ne;(_t blfSt act(;qrjcf%r iagh Impact piece.
relevant to your organisation content with impact score asks are dISTIbULEd across your
employees and systems.
§201.108(a) Must Do Update ISMS Policy O o
to authorize advances thereunder to ] —
»  member banks “secured by such Update AML Policy g @
obligations as are eligible for purchase
under section 14(b) of this Act... Update Conflict of Interest (COI) Policy @ ®
— §201.108(c) Perform Risk Assessment @ ®@
— _
Nothing less than a full guarantee of
principal and interest by a Federal Perform Control Tests @ ®
agency will make an obligation eligible... @ ®
— —»  §201.108(b) Must Do Already compliant. No actions required
—»  §201.108(d) No longer required Policy review
—>

Already compliant. No actions required
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GRC for Al
2023-2024

— 41

High-risk Al systems shall be
designed and developed in such a
way to ensure that their operation
is sufficiently transparent to enable
users to interpret the system'’s
output and use it appropriately.
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Explainable & Responsible Al

An Explainable Al (XAl) is an artificial intelligence (Al) whose actions can
be easily understood by humans and therefore can be trusted

User :
What 'S interpretability accountability simulatability
010 goingon in
there?
transparency ethics fairness
Input Ty ) Qutput
i P 699.000€

Deployed Machine
Learning model
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Al & Risk Management use cases

! metricstream VINETIX

FEEDS GENERATES IMPACTS

Purpose:
Regulatory obligation determination Al assurance and regulatory reporting
Redlining and context analysis using validation
Natural Language Processing (NLP) Mapping obligations to controls and
Explainable Al (XAl) decision policies

transparency
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Third Party Management

Automated Survey Attachment Processing
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TPM -
Third Party Automated Survey

Response processing

In the third-party Survey app, user send out surveys and receive survey Efficiency - Reduce time and effort for risk managers to review each third-party

responses with attached documents. Reviews and audits are required for documents one by one.
mforma"uon errllbedded within these survey attachments which can be a time- Transparency - Increased risk coverage by automatically extracting important
consuming task. information that could be potentially missed by the human eye.

Processing of these survey can be automated such as SOC2/SOC3/ISO. Also
provide drill down report based on the scope users will look at.

IT Vendors upload Identify deviations/exceptions Consolidated risk report with
SOC2,50C3 & ISO Reports needing attention actionable insights
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TPM -
Third Party Artifacts Anomalies

= Aternity-LLC-SOC-2-Type-lI-Report (4).pdf 11/85 = 175% |+ (H )

System and Organization Controls (SOC) 2 Report
September 1, 2019 through February 29, 2020
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Regulatory Change Management
(Collaborative Learning)

Overview :

RCM, enabled via MetricStream Intelligence allows for:
|dentify regulatory changes that will impact your organization.
Identify GRC Library Objects that are impacted from these regulatory changes.
Anonymize & Identify patterns to build your knowledge graph.
Recommend actions performed by domain experts at similar entities via collaborative learning.

Subset of Knowledge Graph for Bank A Subset of Knowledge Graph for Bank B
Customer: Customer:
Bank A Bank B
Regulator: Regulator: Regulator: Regulator: Regulator: Regulator:

OSFI FDIC occC SEC FDIC occ

Requirement 332: Requirement 359: Requirement 332: Requirement 359:
Privacy of consumer Golden Parachute and Privacy of consumer Golden Parachute and
financial information indemnification financial information indemnification

restriction restriction
A

Recommend
Requirement 359 from
»  Bank A to Bank B for
FDIC, via
shared latent space

#GRCSummit 2022 | Experience the Power of Connection



