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Agenda

1. Traditional audit experience

2. Challenges faced by customer
3. Compliance at cloud scale
4

. Enabling compliance through
automation

5. About AWS Audit Manager
6. Example walkthrough

. Leveraging GRC to optimize audits




How do you see your organization towards automating
evidence extraction for audits and compliance requirements.

Spectators - We extract evidence manually asthis is the easiest solution for
us now and are waitingto see what others are doing

Explorers - We are evaluating opportunities for automation,and we are still
newto thisarea

'. Spectators & Explorers

Innovators - We have taken stepsto automate our controls and will look to do
so as much as possible

Visionary - our goal is to develop a path to automate everything

4

Innovators & Visionary




Typical Audit Experience

| Tedious
4
| Time-Consuming
y
Redundant




What makes audits inefficient?
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Manual collection Difficulty in Incorrect or Redaction and
of Evidence searching & reuse Incomplete sharing of

of Evidence Evidence Evidence




Broad classification of controls

Area of applicability

EK \ 30% ) \ 30%

Applications Policies and Procedures
They help to protect the * They are designed to protect * Policy and procedural controls
organizations infrastructure from specific applications from a are an important part ofan
a variety of threats, including variety of threats, including organization's overall information
unauthorized access, data unauthorized access, data security program.
breaches, and malware attacks. breaches, and malware attacks.
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Cloud Compliance is a shared responsibility
Security and Complianceis a shared responsibility between AWS and the customer.

Customer data (encryption, integrity, backup)

Customer is
responsible for

Identity and access management Platform and application management - their

deployment and
0S, network, and firewall Server-side encryption Network traffic protection usage
configuration (file system and/or data) (encryption, integrity, identity)

SOFTWARE

HARDWARE/AWS GLOBAL INFRASTRUCTURE

Regions Availability Zones Edge Locations

Workload architecture

)

Customer

Responsibility for security,
resilience, and compliance
“in” the cloud

AWS is
responsible for
the infrastructure
and resources
themselves

AWS

Responsibility for security,
resilience, and compliance
“of” the cloud




Continuous compliance requires insight and automation

+

Precise Visibility Near-Real-Time Automation Continuous Compliance

Having the visibility into WHO made WHAT change from WHERE in near-real time enables you to
DETECT mis-configurations and non-compliance and RESPOND quickly to PREVENT risks from
materializing.
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Cloud audits : where automation is not an option but
a necessity

Highly dynamic environments e
Micro-services connected via i -
API ®0c0ee eei

eData segmentation
Data access controls

API security & authentication
CSP security controls
Inheritance / reliance
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Gaining Efficiency via automation

o)

Automate

Redaction

Tag and group

evidence
Automate Evidence

Collection
Common controls

framework

M © 2021 MetricStream, Inc. All Rights Reserved.



Advantages of Automation

e Save time, effort

* |mprove speed and accuracy
* Better reporting

 Build employee morale




How does Audit Manager help?
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Immutable storage Verifiable . Evidence mapped to
: Automatedtesting
of evidence provenance framework controls
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PCl audit example

Requirement: 1.2.1.c Examine firewall and router configurationsto verify that all other inbound and outbound
traffic is specifically denied, for example by using an explicit “deny all” or an implicit deny after allow

statement....
On-premise audit considerations Cloud audit considerations
 firewalls * security groups
* routers « network access control lists (NACLS)
« switches

« WAN / LAN considerations




PCl audit example — on premise evidence

Requirement:

-

L
| Physical | Config | CLI |
Command Line Interface
I . Protocol Source IP Destination IP Dest. Port Actlion R1=en
__________________________________________________________________________ Ri#conft
_ L Enter configuration commands, one per line. End with CNTL/Z.
P 10.1.1. 1 1.1 g0 Accept R1(config)inter
2 TOF 10.1.1.2 1.1 B 810w ATl S\WITCH_Atishow vian brief
! TP [ L
. VLAN Name Status Ports
1 CF 0.1.1.3 — coer
_— .. " .| Domain Profle  Private Profile Public Profile  IPsec Settings e R @ 444990999
= TCP A, e & 07, L Pl 1 default active
[ P . 2.5 For your security, some settings are controlled by Grouy
Palicy
¥ 's F I )} 4 |-|
. . . ) Specify behavior for when a computer is connected to its corpora g , Fa y
5 TCP 10.3.3.9 domain. 21, Fa0/22, Fa0/23, Fa0y
g I F 0.0.0.0/0 State N Logs Gigl/1, Gig1/2
_ g} Firewall state: On {recommended) ; Traffic N 10 FINANCE acti Fal/1
Threst
"""""""""""" I Inbound connections: Block (default)  URL FRering P 09121) EEEEEE active
R WidFve Submissions ; 30 MANAGEMENT active Fa0/2
- - Outbound connections: Allow (default) e . <<putput omitt
! - IV
> | Protected network connections: Customizt R1(config)#exit
| i | R1#
Seftings £ Packet Cagture (B 0 “ %SYS-5-CONFIG_I: Configured from console by console
v () Agp Saope .
Customiz¢ A Summary

7| Specily settings that control Windows .
¥— | Defender Firewall behavior. Chngs Herio: ) ; : [ | e

@) Threst Monitor 3

@ Threat Map

M Network Monitor

Logging R Tafic Map
| Specify logging settings for C ) of' Session Browser
| ustomize
] troubleshooting. ¥ Botnet y " ‘
J < 7 {5} POF Reports
12345678910 | » | M Resohe hoetrame Displaying logs 1- 100 wm -cgsc

/2016 16:14:12 W | NotReady | 33 Tasks | Laoguag:

QK Cancel Apph
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PCl audit example — cloud configuration evidence

Requirement: 1.2.1.c Examine firewall and router configurations to verify that all other inbound and outbound traffic is specifically
denied, for example by using an explicit “deny all” or an implicit deny after allow statement....

‘OwnerId": "423428496468",

NetworkAcls": [ "GroupId": "sg-819d%aec33edasads"”,
{ o "IpPermissionsEgress": [
"Associations": [ {
{
"NetworkAclAssociationId": "aclassoc-0e8cd78c1d8857a03", - S— "
"NetworkAclId": "acl-86e9829e9b8db40ed", IpProtocol®: "tcp",
"SubnetId": "subnet-873ef6280824e8dch" "IpRanges": [
}, {
{ Ty "CidrIp": "8.08.8.8/0"
"NetworkAclAssociationId": "aclassoc-00b7233eb7b0@9cs4al", }
"NetworkAclId": "acl-06e9829e9b8db4eed", ]
"SubnetId": "subnet-0d44aas99211f9d5c" “i 6R w3
} pv6Ranges": '
il "PrefixListIds": [],
"Entries": [
{ { serldGroupPairs": []

"FromPort": 443, H
"IPPIDtOCDl" . "tGP", 1
"IpRanges": [
{
"CidrIp": "1@.168.8.8/14"
}

¥ 1,

; "Ipvé6Ranges": [],
"prefixListIds": [1],
"ToPort": 443,
"UserIdGroupPairs": []




Out of the box framework support

HIPAA Security Rule 2003 PCIDSSV3.2.1

SOC2 Canadian Centre for Cyber Security -

GxP EU Annex 11 Medium

GxP 21 CER Part 11 AWS Foundational Security Best Practices
NIST 800-53 (Rev. 5) Low-Moderate-High I50-1EC 27001:2013 Annex A

NIST Cybersecurity Framework version FedRAMP Moderate Baseline
1.1 CIS Controls v8 IG1

NIST SP 800-171 Rev. 2
Essential Eight
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IT COMPLIANCE CONTROL TESTING <t updeted a few secondsago G 11 “l&] - m

Y show Filters £t Optiens ~
I eW O o n | O Control Name v Design Effectiveness Operating Effectiveness CCM Rating # Rules ~ Start Task ~
@ | area oF compLANCE | : HIPAA Security Rule (10)

With Security Groups And

PM-02 Senior C ficer Passed

PM-03 Informa 5 Failed

Failed

> Integratedtestresults for s R =
GRC controls from Manual
and Automated testing

Failed

» EasyAccessto evidences

Failed

gatheredacross control S
testing :
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Forward and Future outlook

Cloud provides accesstoa ‘ "mindsetin risk
management
As technology continues to evolve, increases as organizations

deploy automated solutions

Audit space is swamped with data and there are many to
intelligently analyze this data and make some sense of it for the end user

Need for of current audit professionals to increase cloud fluency

GRCSummit2023 | Experiencethe Powerof Connection



c
O
dd

(& ]

Q

w S
S s
ZS
m:l
w O
@
02

(@]
(a1

Q
L
dd

SUMMIT 2023 iR




GRC

SUMMIT 2023

MIAMI, JUNE 14 & 15
Hosted by MetricStream

I

AT T T

= Fr

z
5
2
H

H
#
g
]

Ceany

Y ew aw

,
;."

N\
LAR AR
- oW

=T mw AT ey Aw my

S R

Thank You

/¥ metricstream

thrive on risk™



	Title Slides
	Slide 1
	Slide 2

	Text Section
	Slide 3: Agenda
	Slide 4
	Slide 5: Typical Audit Experience audit experience
	Slide 6: What makes audits inefficient?
	Slide 7: Broad classification of controls
	Slide 8: Cloud Compliance is a shared responsibility
	Slide 9: Continuous compliance requires insight and automation
	Slide 10: Cloud audits : where automation is not an option but a necessity
	Slide 11
	Slide 12: Advantages of Automation
	Slide 13: How does Audit Manager help?
	Slide 14: PCI audit example 
	Slide 15: PCI audit example – on premise evidence 
	Slide 16: PCI audit example – cloud configuration evidence 
	Slide 17:  
	Slide 18: Consolidated View of Control testing 
	Slide 19: Forward and Future outlook
	Slide 20
	Slide 21


