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How do you see your organization towards automating 
evidence extraction for audits and compliance requirements. 

A

B

Spectators ɀ We extract evidence manually as this is the easiest solution for 
us now and are waiting to see what others are doing
Explorers ɀ We are evaluating opportunities for automation, and we are still 
new to this area

Innovators ɀ We have taken steps to automate our controls and will look to do 
so as much as possible
Visionary ɀ our goal is to develop a path to automate everything

Spectators & Explorers

Innovators & Visionary
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TypicalAudit Experience audit experience

Tedious

Time -Consuming

Redundant
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What makes audits inefficient?

Manual collection 
of Evidence

Difficulty in 
searching & reuse 

of Evidence

Incorrect or 
Incomplete 
Evidence

Redaction and 
sharing of 
Evidence
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Broad classification of controls

Area of applicability

ÅThey help to protect the 
organizations infrastructure from 
a variety of threats, including 
unauthorized access, data 
breaches, and malware attacks. 

ÅThey are designed to protect 
specific applications from a 
variety of threats, including 
unauthorized access, data 
breaches, and malware attacks. 

ÅPolicy and procedural controls 
are an important part of an 
organization's overall information 
security program.

Infrastructure Applications Policies and Procedures

30% 30%40%
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Cloud Compliance is a shared responsibility

8

Customer data (encryption, integrity, backup)

Identity and access management

OS, network, and firewall 
configuration

Server-side encryption
(file system and/or data)

Network traffic protection
(encryption, integrity, identity)

SOFTWARE

Compute Storage Database Networking

HARDWARE/AWS GLOBAL INFRASTRUCTURE

Regions Availability Zones Edge Locations

AWS
Responsibility for security, 
resilience, and compliance 

άƻŦέ ǘƘŜ ŎƭƻǳŘ

Customer
Responsibility for security, 
resilience, and compliance 

άƛƴέ ǘƘŜ ŎƭƻǳŘ

Workload architecture

Platform and application management

Change management Failure management

Security and Compliance is a shared responsibility between AWS and the customer.

Customer is 
responsible for 

their 
deployment and 

usage

AWS is 
responsible for 

the infrastructure 
and resources 

themselves
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Continuous compliance requires insight and automation

Precise Visibility Near-Real-Time Automation Continuous Compliance

Having the visibility into WHO made WHAT change from WHERE in near-real time enables you to 
DETECT mis-configurations and non-compliance and RESPOND quickly to PREVENT risks from 

materializing.



GRC Summit 2023  |  Experience the Power of Connection

Cloud audits :where automation is not an option but 
a necessity

ωData segmentation
Data access controls
API security & authentication
CSP security controls
Inheritance / reliance

Highly dynamic environments
Micro-services connected via 
API
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Common controls 

framework

Automate Evidence 

Collection

Tag and group 

evidence

Automate 

Redaction

Gaining Efficiency via automation
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Advantages of Automation

Å Save time, effort
Å Improve speed and accuracy
Å Better reporting
Å Build employee morale


