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• Introduction

• CyberGRC – 5 Mins

• Automated control testing – 5 mins

• Dynamic Risk Assessment – 5 mins

• New UI UX – 5 Mins

• Q & A – 5 Mins

Agenda
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“

”
Joe Martinez, CISO,

AON

Everyone passes audits, inspections, 
assessments & reviews – but the 
frequency and severity of security issues 
continue at record pace. Are we 
measuring risk effectively?
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MetricStream CyberGRC
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Risk Quantification
Risk & Control
Self-Assessments

Testing and 
Evidence 
Collection

Threat and 
Vulnerabilities

CyberGRC

Reports
& Dashboards

Third party Risks

IT Policy and Exception 
Management

AI Powered Risk and compliance management

Risk
Universe, Prepackaged 
controls, Asset Inventory
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Future of GRC is CONNECTED

From Data to Decision 
Making

• Understanding, 
Reasoning & Learning

• AI Infused Workflows &  
Decision Making

• Risk Quantification

From Workflows to
Hyper Automation

• Continuous Control 
Monitoring 

• Continuous Audits & 
Assessments

• Content Integrations

Next level of 
Simplicity

• On-Demand, Self-Service 
and Secure

• Rapid Elasticity and 
Scalability

• Low-Code / No-Code SaaS 
Platform

COGNITIVE CONTINUOUS CLOUD



Automated control Testing
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Complex Control Environment
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➢ High number of process and applications 
handling sensitive data

➢ Multitude of cloud deployments and 
infrastructure elements 

➢ Varied third-party providers

➢ Significant compliance requirements
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Broad classification of controls

Area of applicability

• They help to protect the 
organizations infrastructure from 
a variety of threats, including 
unauthorized access, data 
breaches, and malware attacks. 

• They are designed to protect 
specific applications from a 
variety of threats, including 
unauthorized access, data 
breaches, and malware attacks. 

• Policy and procedural controls 
are an important part of an 
organization's overall information 
security program.

Infrastructure Applications Policies and Procedures

30% 30%40%
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Consolidated 
View of Control 
testing 

➢ Integrated test results for 
GRC controls from Manual 
and Automated testing

➢ Easy Access to evidences 
gathered across control 
testing
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Capturing automated compliance ROI

20% 30%

50%
70%

Improved customer 
Satisfaction Reduction in 

compliance cost

Improvement in 
efficiency

Reduction in 
compliance 

errors
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“

”

Compliance       Security

Compliance is necessary, but not 
sufficient to mitigate Cyber Risk



Asset Risk Score

Dynamic Risk Assessments
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What is dynamic risk assessment
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Numerical representation (quantification) of risk to the asset

Continuous process to evaluate/assess the risk associated with an asset. 

Constantly considers changing threat landscape and the assets environment.



GRC Summit 2023  |  Experience the Power of Connection

Process steps
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S
te

p
s

• Identify IT Assets 
(sources could be 
vulnerability scanners, 
CMDB etc)

• Identify all the sources 
where risk information is 
available example 
Vulnerability scanners, 
Threat intelligence, Patch 
management systems

Algorithm 
Framework

Define KPIs to use to 
determine the Asset Risk 
score. 
Examples: No of exploited 
Vulnerabilities, Patching 
Status  

Tap into sources via API to 
collect metrics for KRIs 

View the assets ordered by 
highest risk score to 
prioritize mitigation efforts. 

Buildout simple Algorithm 
and equation to assign 
weightage for each source 
and calculate the asset 
risk score

Define KRIs
(Risk factors)

Identify Assets
and source
for Risk factors

Automate 
capturing Metrics 
using APIs

Dynamic 
Dashboard to 
display asset risk 
score
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Equation Example
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W1 10

Asset : Payroll Data Base         Business Criticality : High    Asset Value : $$$$

W2 3

W3 1

W4 5

No of Exploited Vulnerabilities

No of Open issues

No of Threats

Patching Status

Weightage
Metrics from 

Source

Asset Risk Score600
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Asset Risk Score 
Dashboard

Dynamically updating Dashboard

Ordered by Asset Risk Score

Helps prioritize remediation actions



UI UX
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Improved Reports and Dashboards

19
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Brand New Assessment Experience

Improved collaboration

New form layout seamlessly combines Tab 
convenience with section organization

UX

Pinned contextual info where the left page 
offers contextual information



Q & A


