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The more we study the major
problems of our time, the more we
come to realise that they cannot be
understood in isolation. They are
systemic problems, which means
that they are interconnected and
interdependent.

- Physicist Fritjof Capra
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The Official Definition of GRC . ..

, GRC is a capability that enables an
organization to:

G) reliably achieve objectives
R) address uncertainty, and
C) act with integrity.

SOURCE: OCEG GRC Capability Model



The Goal is to Reliably Achieve Objectives
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Address Uncertainty in a Global Ris
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Act with Integrity to the Mandatory and Voluntary Boundaries



Why Many Programmes Stall
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Fragmented Tooling = Inconsistent Processes Weak Assurance Noisy Metrics
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GRC Management: a Top-Down Approach -
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GRC Orchestration
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GOAL: Lead with GRC Impact, Not Interfaces & Workflows
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Innovating & Rearchitecting GRC \ ’
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“Any intelligent fool can make things bigger, more complex and more violent. It
takes a touch of genius — and a lot of courage to move in the opposite direction.”

This quote has been attributed both to Einstein and E.F. Schumacher.






arbanes-Oxley (SOX) Enterprise GRC

With SOX instituted as a U.S. federal law With Enterprise or Integrated GRC, multiple
in 2002 — creating new and complex departments could now work off a commeon
mandates for financial reporting slatform, bringing together the first, second
n.'qar:i?at.-:-ns focused much of their effarts an hird line functions. H.',r-.-'-"'\,-er, solutions still
on keeping up and less on delivering the ad constraints and required development.

broader GRC solution.

GRC Architecture Agile GRC

As technolegy grew more sophisticated, The shift to GRC 4.0 began about five years

GRC platforms began to emerge, but ago, moving away from legacy systems and

a

no single platform was able to solve an toward agile GRC solutions that required highly

organization’s entire risk management intuitive, configurable, and engaging systems
for front-office to back-office risk functions.

I GRC 5.0 and 6.0 build

extend GRC 4.0

Cognitive GRC Business-Integrated GRC

As technology grew more sophisticated, Business-Integrated GRC is the next generation
Agile GRC solutions have leveraged of GRC technology with a view focused
cogntivie technologies - artificia on performance G[P]JRC. GRC becomes an
intelligence such as machine learning, integrated part of a business management
predictive analytics, robotic process platform. The idea of a siloed GRC };.;‘:?fnrm
automation, natural language processing goes away to manage GRC as an integrated

to deliver greater levels of efficiency, platform of the business, its objectives, its
effectiveness, resilience, and agility in performance, and then risk, compliance,

GRC. contral, and assurance in this context,




GRC 7.0: GRC Orchestrate

- GRC Orchestrate represents the 7th. generatlon .
~ of GRC, a convergence of intelligent -
technologies and dynamic architecture that
~transforms GRC into a responsive, forward-
_lookihg, and'fully integrated capability.

% GRG7.0j is powered by:

\/ AgentchI Introduces actlve mtelllgent
agents that sense, interpret, decide, and_ .
: -act across GRC processes

| Dlgl,taltwlns:.Prowde real-time virtual =
. models of the enterprise, enabling .
~“scenario simulation, predlctrvernsrght R
andrmpactanalysrs i




GRC Orchestrate is:

\/. 'Connected Integratmg r|sk compl|ance
- audit, performance and sustalnabllltylntoa
| ,seamless whole '

Lol 'Dynamic:.Adapting in real-time to changes in
'business regulation and risk environments‘.'

| _\/.' Contextual Allgnmg deo|S|ons withthe
e r-m|ssmn values, and strategy of the busmess.

R Autonomous Operatronauzmg GRC through
- Al-driven agents thatinteract with systems
data and stakeholders ‘ '

i 'ForeS|ght drlven Usmg dlgltaltwms to
- anticipate outcomes and opt|m|ze responses :
- before dlsruptlon NG




SBQ&GE._Martm-Vegue Ton-y From j;leatmaps to Histograms: A Practlcal Gwdé : be‘r Risk ngntlflcau on,
Chapter3: GenAD#aed’s Adult Supervision, Jack Sparrow, Not Data from Star Trek 4



Al Is Reshaping Risk & Control: But We Must Be Wise
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The Use of Al in GRC









From SystenQ of Recﬂd to Hor)v(eostatlc Rlsk & Control
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Forecasting, Scenario Analysis, Risk Simulations



The Role of the Digital TwininiScenario Modeling
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Strategy & Recision Mapagement

In the context of GRC 7.0 - GRC Orchestrate strategiy and decrsmn ma nagement isabout enablmg con3|stent risk- mformed :
decisions across the organization — from the boardroom to the front line. It is not just about measuring performance but actlvely
determining objectives and shaping strategy based-on a clear analysis of rlsks opportunltles and obllgatlons

GRC technologies in this domain enable:

DeC|S|on Centric Risk Analysis. Riskis embedded d|rectly into strateglc and. operatlonal decision- makmg processes. Technologles
. evaluate the impact.of risk on potential decisions, enabllng decrsron makers to Welgh options and trade offs with full context— not
-inisolation from risk, but integrated with it.

Objective Settlng Allgned with Risk Ca acity. Decisions are gwded by aclear understandlng of enterprlse risk appetlte tolera nce
thresholds, and regulatory boundaries. GRC tools help define and adJust objectlves that are achievable, ethical, and aligned with - .
the organlzatlon ) mlssmn under prevalllng risk.conditions. .

gentlc Al for Decision Sutpport Intelllg)ent agents assist decision-makers at all levels by collectlng, correlatlng, and |nterp retlng
. relevant information — surfacing risks ligations, and dependencies that influence or constraln the choice. These agents guide,
. but do not override, human judgment. _

,Scenarlo Plannlng with Digital Twins. GRC platforms model multlple strateglc options and simulate rlsk-adjusted outcomes using
digital twins of the business. This allows leaders to V|sual|ze downstream effects, test assumptlons and select the most resilient
‘and value- creatlng path forward. . :

Distributed but Aligned Decision-Making. In GRC Orchestrate, decisions are not centrallzed but they are coordinated. GRC :
“technologies ensure that tactical, operational, and strategic deC|S|ons across business units remain consistent with enterprise
objectives, shared values, and regulatory constralnts . .

" Governance of the Decision Process. DeC|S|on maklng itself is subject to governance who can decide, with what authorlty, using
\C/Ivhfat dat')cal under what condltlons GRCtools track andenforce thls governance, ensuring transparency, accountablllty, and : :
efensibility. - ; _

Th|s is the strateglc core of GRC Orchesttate: Afuture whe re every demsmn — from frontllne actlons to executive strategy— is risk-
aware,. purpose allgned and governed by mtegrlty. :



Performance & Objective Management

Within the GRC 7. 0 GRC Orchestrate framework; Performance & Objectlve Management ensures that an organlzat|on not only makes
informed decisions but also consistently’ executes on those decisions to achieve intended outcomes. [t connects strateglc intent with
operational execution, whlle dynamically aligning performance with risk,’ compllance and ethical commltments :

Key capab|l|t|es of GRC technolog|es in this category include:

Risk-Aligned Goal Setting. Objectives are not defmed in |solat|on — they are establ|shed with visibility into the organ|zat|on S
internal and external risk environment, regulatory obligations, and stakeholder expectations. Th|s ensures that performance
targets are both ambitious and attainable within risk and. COmpllance constraints.

Real-Time Performance Monltorlng Technologies provide real-time dashboards and metrics that measure performance agalnst
objectives, KPls, KRls, and compliance obligations. These |n3|ghts allow for continuous performance assurance and rapid
intervention when thresholds are exceeded or progress stalls. \

- D namic Strategy Executlon GRC Orchestrate connects goals, risks, and controls across the enterprise, enabllng continuous
_ aptation as strategies evolve. When new risks emerge, regulatlons change or performance lags GRC tools help reallgn actions
WIth strategy and adjust objectives accordingly.

AIntegrated Accountablllty & Oversight. Roles and responsibilities are clearly defined across departments and levels GRC
systems track ownersh|p, progress, and exceptions, enabling trarisparent accounta bility for performance across the enterprise.

: 'A entic Al for Performance Optimization. Alagents proact|vely analyze gaps flag underperformance and recommend
- adjustments to objectives or processes. These agents help optimize pathways to achlevmg strateglc and operational goals while *
ensurmg alignment with r|skappet|te and compliance reqwrements - :

Performance Integrity. It is not enough to achieve performance — it must be done with integrity. GRC technologies ensure that
. objectives aré pursued within ethlcal regulatory, and organ|zat|onal boundanes preventing misconduct or short-termism that '
-undermines long -term value : ,

Atits core Performance & Objectlve Managementin GRC Orchestrate is about reliably achlevmg what matters —W|th resllience
respon3|b|l|ty, and real-time visibility. It turns governance and risk management into strategic enablers of success, not obstacles to it
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Inthe GRC 7.0-GRC Orchestrate architecture, Enterpnse Risk & Resrl|ence Managementforms the connective tissue between strategy, decisions; and performance. It
ensures that the organ|zat|on not only |dent|f|es and manages risk, but also develops the reS|l|ence tQadapt and thrive in a world of continuous d|srupt|on

GRC technologies i |n this doma|n prov1de a forward lookmg and dynam|c approaoh to managing risk uncerta|nty, and operat|onal co nt|nU|ty across the enterpnse

Hollstlc Risk Identification & Assessment. These platforms enable consistent identification and assessment of risks — strateg|c operational, financial,
regulatory, cyber, third-party, ESG, and beyond — across all business units and levels of'the organlzatlon Riskis notsiloed but is mtegrated into a unified nsk
ontology and enterpnse context. .

Resmence Oriented Risk Evaluatlon Modern tools go beyond'statlc heat maps. They simulate potential events and cascading impacts through probabilistic
models, dependency mapping, and scenario analysis — often powered by digital twins — to understand how one disruption may amplify another. This allows
organizations to anticipate convergence risk, systemic fragility, and mterd‘ependenmes across their.risk landscape.

Dynamic Risk Response & Control Adaptation. GRC platforms automate and gwde risk responses that are approprlate tothe business context risk appetite,
and changing conditions. Whether mltlgatlng, transferrmg, avoiding, or.accepting risk, the response is designed to'preserve strategic intent and ensure continuity
.of perfarmance.

Real-Time Monitoring & Early Warning Systems. Through AI,'IoT, and external data integration;-organizations can monitor risk indicators and resilience metrics in
-real time. These systems provide early warnings, anomaly detection, and trigger-based actions — enabling a shift from reactive response to proactive resilience.

Embedded Riski in Strategy & Decisions. Risk. is acore input into strategic planning and ope rational chéices. GRC Orchestrate technologies ensure that risks
are quantified, contextuallzed and contlnuously updated so that leaders and teams atevery level can make informed deC|3|ons -and-set realistic, resilient
: objectlves .
Resilience by Design. These technologres gwde organizations_to bulld structural, operational, and behavioral reS|l|ence into processes relationships, and supply
chains. This includes business continuity plannlng, recovery strategles and stress testing — not as separate exercises, but as integrated dlmensmns of strateglc
execution. ¥ _

‘Agentic Al for R|sk Intelllgence Intelllgent agents syntheSIze |nternal and external risk signals, contlnuously learn from evolvmg data,and generate forward- '
- looking insights — becomlng an essentlal risk advisory functlon embedded within workflows and decision cycles ,

Enterprlse Risk & ReSIllence Management in GRC Orchestrate is notabout avoiding risk — it is about understandlng |t anticipating it, ‘and thnvmg through it.
It aligns risk and resilience with the organlzatlon S decmons and objectives, ensunng that strategy.is not only ach|evable but sustamable in the face of volat|l|ty



Digital Risk & Resilience Management

Inthe GRC 7.0-GRC Orchestrate model Digital R|sk & Resilience Management evolves beyond traditional cybe rsecurlty into a broader mtegrated capability that
enables digital trust. It connects |nformat|on security, IT risk, cyber resilience, and d|g|tal compl|ance with the organization’s enterprise risk strategy, performance
objectives, and stakeholder expectat|ons ; 2 . 4 ) , -

This category of GRC technology enables organizations to protect assure, and enable digital busmess inan envrronment o] escalatrng threats, regulatory demands and
stakeholder scrutiny. Key capabilities include: ’

Integrated Dlgltal Risk Frameworks. Digital risk is addressed hol|st|cally—'notjust thro‘ugh technical controls but across third- party relat|onsh|ps' privacy
obligations, cloud environments, Al governance data rntegrrty, and busmess contmwty Thesé platforms align-digital risk domains with enterprise risk taxonormies
and reS|l|enceframeworks

Cyber and IT Rlsk Management. GRC technologles support the identification, analysis, and mitigation of IT and cybersecurity risks. They prowde structured
assessments, control testing, vulnerability tracking, and risk quantification to evaluate exposure and pr|or|t|ze response. These risks are mapped to busmess
objectives and regulatory requrrements not managed in isolation. i : .

. Operatlonal Technology (OT) and loT Rlsk Integratlon As digital r|sk moves beyond IT systems into operat|onal environments, platforms extend V|S|b|l|ty to sma rt
infrastructure, connected assets, and industrial control systems —ensuring.comprehensive resrllence across both dlgltal and physical layers.”

.Digital Resilience & Incident Response. Platforms'integrate cyber resilience capabilities such as breach srmulatlon, tabletop exercises, playbook automation,
and coordinated response planning. Digital resilience becomes part of business resilience — ensuring critical services can recover quickly and securely.

Al-Driven Threat Intelllgence &Automatlon ' :
: Agentlc Al is embedded into digital risk solutions te automate control monitoring, threat detection, and compliance analysis. These agents can |dent|fy y

. suspicious behavror monrtor externalthreat landscapes and trlggeradaptlve responses in realtrme

Digital Trust & Transparency:. Drgltal trustis establ|shed not only by securrng systems but by demonstratrng ethical, complrant and resilient-digital operatrons
GRC technologies ensure that digital risk management is accountable, auditable, and ahgnedwrth privacy expectations, regulatory requrrements (e.g., GDPR,
‘NI82 DORA) and-ESG reportrng obligations. b=, ;

- Strategic Al|gnment with Enterprlse Risk. Dlgrtal rrsk isno longerjust atechnicalissue—itis a strategic risk. These technologies ensure that drgrtal rrsk
.. scenarios, cyber events, and IT dlsruptlons are dlrectly connected to enterprlse risk scenarios, key business decrsrons and performance metrics.

D|g|tal Risk & Resilience Management in GRC Oichestrate is how organrzatrons achreve trust at the speed of digital.. It ensures that as businesses become more
connected, automated and data drlven they are also secure, compllant and resilient — notinisolation, but as a'‘cdordinated component of enterprrse risk and strategy.



Compliance, Ethics & Obligation Management

Inthe GRC 7.0-GRC Orchestrate model Compllance Ethics & Obllgatlon Management defines the moral and legal boundarles of'the organlzatlon — ensuring that
both mandatory expectatlons (laws, regulat|ons contracts) and voluntary commltments (values; ethics, ESG promises) are understood, operat|onal|zed and upheld
across the business. ; ; 2 . : , . ,

These technologies no longer llve in the back office — they are embedded into the fabric of busmess operations;, demsron maklng, and culture They ensure that the
organization acts with integrity as it pursues performance and manages risk. Key capabilities mclude ; ,

Defined Boundaries of Conduct. Platforms allow organizations to define and govern both the external obllgatlons they are requwed to meet.and the mternal '
commitments they choose to uphold —from laws and regulatlons to codes of ethics, ESG goals, and culturalvalues. ‘

Structured Obligation Inventory A centrallzed dynamlc record of all obllgatlons — mapped to busmess functlons policies, controls, and risks — creates '
traceability and consistency across compllance efforts. s .

Regulatory Change Management. GRC technologies monitor, interpret, and route changes in, the global regulatory landscape usmg AI and expert curation —
ensuring relevant updates reach the rlght people at the rlght time. . .

Compllance Assessments and Control Monitoring. These systems facilitate ongoing compllance evaluation through structured assessments  self-checks,
evidence collectlon and real-time control testing t|ed to specific obl|gat|ons . : j

AEth|cs and Culture Engagement Organizations build ethical.strength through mtegrated case management speak up tools, values based trammg, and
behavioral analytics — turning values into-measurable, llved behavior. : :

.~ Stakeholder and Regulator Engagement Technologies track and govern interactions with regulators boards, and assurance bodles —from formal mspectlons
. and audits to dlsclosures certifications, and compllance attestations. : .

Embedded Compliance'in Busmess Worklews Obllgatlons and ethical boundanes are bU|lt into busmess processes —from vendor onboardlng to product
development — ensurmg that compliance is proactive, mtumve and aligned with performance :

Transparent Reportmg and Assurance Real time dashboards and reporting tools prowde V|S|b|l|ty into the state of compllance and ethics, enabllng both
' mternalgovernance and external assurance with confldence and clarity. _

Comphance Ethics & Obllgat|on Management in GRC Orchestrate is how organizations.define and defend both their l|cense to operate and thelr license to. lead
It ensures that what an organization stands for is not just stated — itis lived, measured, and aligned with how decisions are made and objectives are pursued.



Policy & Training Management

In GRC 7.0 = GRC Orchestrate, Policy & Training Man‘agement becomes the connective tissue between strategic intent and everyday behavior. Policies define how the ‘
-organization operates within its bou ndaries while training and engagement ensure that people — aeross all lines of defense — understand internalize and apply those
expectationsinrealtime. ;

These technologi'es are notjustabout managing doCUmen-ts_ orichecking-training boxes. They ensure that governlance, risk, compliance,'ethics, and performance
expectations are clearly communicated easily understood, and fully embedded in the Workflows\of employees and third parties alike Key capabilities include'

Structured Policy Lifecycle Management GRC platforms manage the creatiori review, approval distribution and verSion control of poliCies standards ;
procedures, and gUidelines — with audit trails ownership, and contextual alignment t0 obligations and risks. :

_ Engaging and Targeted Training Delivery Training is delivered through integrated elLearning, microlearning, and gamification strategies— personalized by role,
. ; geography, and risk exposure. These tools ensure comprehenSion and retention, not just completion

Embedded Awareness and Just-in-Time GUidance PoliCies and training are made acceSSible where deCiSions happen —in workflows applications, and
*communication channels — offering | real-time guidance, hot JUSt static reference : .

Forms, Attestations, and Disclosure Management. GRC systems capture and manage critical compliance-related disclosures (e.g., conflicts of interest, gifts &
‘hospitality, outSide actiVities) including attestations to poliCies and ethical standards, with automated reminders andesca lation workflows.

Extended Enterprise Engagement. Thesetec hnologies support training and policy communication to third parties — suppliers partners contractors — ensuring
-that the organization S expectations extend beyond internal boundaries and are understood across the ecosystem. '

.

: Auditability and Policy-to-ControlTraceability Policies are mapped to risks, controls, obligations and performance metrics — ena bling assurance impact '
analysis, and the. ability to track how policy shifts influence compliance and behavior. : .

‘Culture and BehaVior Analytics Platforms prOVide inSights into training effectiveness, policy comprehenSion and patterns of employee behavior— allOWing
organizations to measure culture and refine messaging to strengthen accountability and integrity. ;

Policy & Training Management in GRC Orchestrate is how organizations translate risk and compliance into action and culture — ensuring that the right expectations
reach.theright people at the right time, and thatthose expectations are understood lived, and enforced across the enterprise : : .



Internal Control Management, M.onitoring & Automation

InGRC 7. 0 ‘GRC Orchestrate Internal Control Management evolves. from statlc documentation and manual testing’ |nto a dynamrc |ntell|gent capability that enables
the organization to design, monltor and optlmlze its control environment in realtlme -

Controls are no longerjust compliance checkpoints —they are living safeguards of rlsk performance, and |ntegr|ty, embedded into busmess operations and :
continuously orchestrated by technology. Powered by agentic Al and mformed by: dlgltaltwms control systems now adaptwith the business, sense changes in context, -
and respond with preC|S|on Key capabilities include:

Control DeS|gn and Mapping. GRC technologles provrde structured tools to define, document and map mternalcontrols across busmess processes systems
risks, policies, and regulatory obligations — establlshlng a clearcontrol archltecture across the organlzatlon

_ Real-Time Control Monitoring. Controleffectweness is monitored continuously through.data |ntegrat|ons controlindicators, and system logs. Agentlc Al
. ; |dent|f|es anomalles flags control degradation, and suggests remedlatlon pathways —transformmg control oversight from penodlc to perpetual.

DlgltalTwm -Driven Control Simulatiori. Digital models of processes and systems allow organlzatlons to S|mulate how controls perform under different .
*scenarios and stress conditions. This enables proactive |dent|f|cat|on of gaps overcontrols or brittle dependencies. .

Automated Testing and Assurance Control assessments are streamlined through automated workflows integrated evidence capture, and Al- assisted testing.
‘Self- assessments control certifications, and testing results are tracked and aggregated for real tlme V|S|b|l|ty and audit readlness

Co ntrolAutomat|on and Orchestrat|on Agentlc Al orchestrates controls across multlple systems and tea ms —trlggerlng controls based on busmess context
-adjusting control log|c dynam|cally, and even executmg low- r|sk control actions autonomously.

.

" Control Rat|onal|zat|on and Opt|m|zat|on Redundant or obsolete controls are identified and ellmlnated whlle overlapplng controls are streamllned Aland
analytics: help ensure that the control environment remains efhcrent cost-effective, and aligned with performance and risk objectives. S

‘Auditability and ControlAnalytlcs Every controlis tied to |ts purpose, owner, performance, and evidence — enabling complete transparencyand accountab|l|ty
. Dashboards heat maps, and audit trails provrde on- demand |nS|ghts foraud|tors management, and regulators.-

Internal Control Management in GRC Orchestrate is nota checklist exercise —itis a strateglc capability for resilience and accountability. : -
Enabled by Al and modeled through digital twins, internal controls become intelligent safeguards that adapt to change prevent breakdowns, and empower decision-.
makers to trust the systems that underp|n performance and compl|ance



Issue Reporting & Event/Case Management

InGRC 7. 0 ‘GRC Orchestrate Issue Reportlng & Event/Case Management becomes a critical feedback and accountabllrty system that empowers the organlzatron to
ssurface, track, and resolve the unexpected —from. internal mrsconduct to external |ncrdents and everythrng in between

These technolog|es g|ve voice to the frontline and extended enterprise, enabling early detection, consistent handl|ng, and transparent resolut|on of issues: They ensure.
that organ|zat|ons do notjustreactto disruption, but learn fromiit, respond with |ntegr|ty, and strengthen reS|l|ence Key capab|l|t|es include:

Multi-Channel Issue Intake. Platforms support anonymous and attrlbuted feporting across hotllnes web portals, moblle apps, embedded workflow forms and
th|rd party channels — enabllng a safe, confidential space to ralse concerns, |nC|dents or.misconduct. ‘

Centralized Case Management GRC systems unify the |ntake triage, |nvest|gat|on documentatlon and resolutlon of a wide range of issues — |nclud|ngfraud
ethics violations, data breaches, harassment, safety events, oroperatlonallnC|dents

Structured Investlgatlon Workflows. Investigations follow consistent, rule- based workflows with clear case ownershlp, task aSS|gnment escalatlon logic, legal
holds, and evidence tracklng—ensurlng defensibility and accountability across all stages, . ¥

Al-Assisted Case Intelligence. Agent|c Al analyzes patterns across case data, prioritizes high-risk issues, |de nt|f|es potent|al root causes, and flags trends —
enabling a shift from |solated response to proactive insight and systemic remedlatlon

Digital Twin-Enabled Impact Slmulatlon Event and incident data feed into d|g|tal twin models of operations, allowing organlzatlons to S|mulate downstream
busmess impact, understand mterconnected failures, and refine response plans -

: ; Dlsclosure, Loss and Impact Recording. Events are t|ed to operat|onal loss, compl|ance exposure reputat|onal risk, and recovery time metncs — enablmg both .
f|nanC|al reporting and reS|l|ence performance tracklng .

Integrated Remedratlon and Root Cause AnalyS|s GRC platforms connect issues to underlying control failures, policy breakdowns or tra|n|ng gaps—trlggerrng
“corrective actlons risk re- -evaluation, and continuous |mprovement across governance layers. - -

" Reporting, Analytlcs and Transparency Dashboards heat maps case metrics, and resolution timelines prowde real-time |nS|ght for leadersh|p, audit, and
compliance — enabllng full lifecycle V|S|b|l|ty and demonstratlng a culture of responsiveness. .

Issue Reporting & Event/Case Management in GRC Orchestrate ensureés the organization is not only alert to breakdowns — but able to respond W|th speed |ntegr|ty,
and |nS|ght It transforms incidents into opportumtres to strengthen culture reduce r|sk and bU|ld resilience across the organ|zat|on and its extended ecosystem.



ESG & Sustainability Management

InGRC 7. 0 ‘GRC Orchestrate ESG & Susta|nab|l|ty Management begins wrth objectives — environmental stewardshlp, social I’eSpOhSIbIllty, and sound governance —
and aligns the organization’ s strategy, operat|ons and disclosures around those comm|tments ; '

Ratherthan treating ESG as a reporting exercise or a compl|ance S|lo GRC technolog|es enable ESG to be fully embedded |nto deC|S|on makmg, performance
management, and stakeholder engagement. ESG becomes a living framework —where objectives are not just set but measured monltored and improved through
orchestrated data, controls, and accountability. Key capabilities include: ;

ESG Objective and Commitment Management. Platforms capture and operatronalrze ESG goals —from carbon neutral|ty and DEl targets to ethical sourcmg
and board diversity — l|nk|ng them to busmess units, performance mdrcators and responsible owners. .

Integrated ESG Data Collectlon and Workflow GRC systems coordinate the collectlon of qualltatrve and quantitative ESG data across the organization and
supply chain — enabling structured disclosures atigned with global frameworks such as CSRD, ISSB, GRI, SASB, and TCFD

Sustainability Risk in Context of Objectives. Risk is addressed in direct relatjon to ESG goals: envirenmental risk to net—zero stra'tegies, social risk to labor and
human rights commitments and governance risk to ethical and board oversight objectives. These risks are managed through the broader GRC architecture.

Embedded ESG in Business Operatlons ESG factors are integrated into procurement, product design, operatlons and third- party engagements — ensuring
sustainability i is nota side projectbut a principle embedded in how the business runs.

AAgentlc Al for ESG InS|ght and Benchmarking. Intelligent agents help gather, validate, and rnterpret ESG data from structured and unstructured sources —
surfacing anomalies, measuring |mpact, and benchmarklng performance against peers and |ndustry standards. . : .

. Digital Twin Modellng for ESG Impact. Drgrtal twins simulate the business impact of ESG strategles helping organlzatlons test pathways to sustalnablllty goals
. assess dependencres and modelfuture scenarlos across carbon water, d|ver3|ty, and other drmenS|ons . -

Cross-Demain Integration and Traceablllty ESG relles on capabrlrtres from across the GRC ecosystem — regulatory change third-party-risk, ethics, mcrdent
management, health and safety, privacy, and-more. GRC Orchestrate connects these silos into a cohesive ESG control and reporting enwronment =, 8

‘Assurance and Stakeholder Transparency Platforms support structured disclosures, audit trails, th|rd -party validation, and real-time dashboards — bU|ld|ng
" trust with regulators investors, customers, and employees through consistent, defensible reporting. _ :

ESG & Susta|nab|l|ty Management inGRC Orchestrate transforms ESG from a reactive disclosure task into a strateglc performance system —one that
connects purpose to process, mtegrlty to innovation, and sustainability to success.



Third-Party GRC Management

InGRC 7. 0 ‘GRC Orchestrate Th|rd Party GRC Management begins not W|th risk — but with objectlves the outcomes an organ|zat|0n seeks to achieve through its .
relationships with vendors suppl|ers contractors outsourcers and other third part|es 3 v

These relationships are extensions of the business. They carry strateg|c value, operat|onal interdependence; and shared risk. GRC technologies in this domain ensure that
organizations can reliably achieve their third-party objectlves — while naV|gat|ng uncertainty, enforcmg compl|ance and malnta|n|ng resilience across an mcreasmgly
complex and dynamic ecosystem. Key capabilities includé: - - ,

Relationship- -Centric Governance. Platforms manage the full third-party l|fecycle — from onboarding and due d|l|gence through contracting, performance
compliance monitoring, and offboarding — all centered onthe outcomes the relatlonshlp is mtended to deliver. .

Integrated Riskand Comphance OverS|ght Solutlons assess and monitor th|rd party risk across flnanC|al cyber ESG, geopolltlcal reputational, and- regulatory
domains — aligning due diligence and ongoing monitoring to relationship* cr|t}cal|ty and risk exposure. ;

Digital Twin Modelmg of Third-Party Ecosystems. Organizations can modelthelr supply chains and extended enterprlse using dlgltal twins — 3|mulat|ng
disruptions, dependenmes and cascadlng effects to understand how one failure or delay can impact broader objéctives and opérations.

_ Agentlc Al for Third-Party Intelhgence Al'agents gather, analyze and interpret data from internal systems and external sources (e.g.,-adverse media, sanctions -
lists, ESG ratings perform'ance metrics), surfacing h|dden risks, flagglng anomalies, and recommendmg actions in real time.

Assessment, Attestatlon & Disclosure Management. Tools mahage surveys, attestatlons certlflcatlons and disclosures from th|rd parties — such as
compliance with codes of conduct, ABAC policies, confllct of interest, sanctions; and data prlvacy obllgatlons — and track them across time and engagements.

. Performance and Serwce Level Monltorlng GRC platforms monitor contractual and operational performance l|nk|ng service- level |nd|cators and relatlonshlp
. health back'to objectlves obllgatlons and overall rlsk posture : . . -

Cross-Demain Integration. Third- -party management mtersects with mult|ple domams—from policy and incident management to ESG, cybersecurlty, health and
safety, and regulatory compliance..GRC Orchestrate connects these silos into a unified view of th|rd -party integrity and performance.

Audltablllty and L|fecycle Reportlng Complete documentat|on of third-party engagements risk evaluatlons controlvalldatlons and communlcatlons ensures |
" defensibility and readlness for audlts certifications, and regulator reviews. : )

Thlrd Party GRC Management in GRC Orchestrate empowers organizations to manage their extended enterpr|se W|th aglllty, |ntell|gence and purpose
It ensures-that third-party relationships are not just compliant and secure — but aligned, adaptive, and resilient in pursuit of shared business outcomes.



Audit Management, Analytics & Assur Ance

InGRC 7. 0 ‘GRC Orchestrate Audit’ Management Analytlcs &Assurance is no longer confined to retrospective reviews or static annual cycles It becomes a real-time ,
Aassurance functlon deeply mtegrated into busmess strategy, risk oversight, and performance execution — powered by data, driven by risk, and ena bled by|ntell|gent
automation. : : : : ,

Modern GRC technologies elevate internal auditinto a strategic advisory and assurance englne offe rmg continuous, risk- al|gned |nS|ghts into the effectiveness of
controls, the reliability of operations, and the integrity of décisions. Key capabilities include: ; ,

Risk-Based Audit Planning and Scoping. Platforms-atign audit plans with enterprlse r|sk reglsters strateglc objectlves compllance exposure, and business B
priorities — ensuring thatllmlted audit resources are applled where. they matter most. : ’

Audit Lifecycle Management GRC systems manage thefull audit lifecycle, from schedullng and scoprng through fieldwork, workpapers, ‘collaboration, issue
tracking, and reporting — with real-time visibility and role-based task Workflows

Agentic Al for Audit Intelligence. Intelligent agents support auditors by recommendlng areas of focus based on emerglng risks, control fa|lures anomalres in
operational data or.changes in"'external condltlons — gwdlng audit teams with predictive |n3|ght . =

_ Automated Testing and ContlnuousAudltlng Platforms enable continuous control testing through mtegratrons with business syste'ms, automating evidence
gathering, exceptlon detection, and compliance checks — shlftlngfrom periodic sampling to continuous assurance

AData Analytics and Exceptlon Monitoring. Audit analytics tools ‘allow deep analy3|s of operatronal flnanC|al and control data — detectrng trends red flags and
anomalies that inform both current audits and enterprise- Wlde improvement efforts. :

. " Digital Twin Integrat|on for Aud|t Slmulatlon By tinking-with digital twins of business processes and systems, auditors can S|mulate rlsk exposure control
. behavior, and audlt readlness across changlng condltlons and hypothetical scenarlos : .

Issue & Recommendation Management GRC platforms track audit fmdmgs through to resolutlon— assugnlng ownershlp, setting timelines; monltonng
progress, and prOV|d|ng assuranceto the board and regulators on remedlatlon and accountab|l|ty

Integrated Reportlng and Stakeholder Assurance Dashboards and assurance maps provide vrsrblllty into audijt coverage, open issues, control health and rrsk |
 exposure — enablmg real-time reportrng to audit commlttees regulators, and executives. ; : ;

Audlt Management Analytlcs & Assurance in GRC Orchestrate transforms audit into an orchestrator of trust —valldatlng that strategy is grounded in reallty, that
controls are effective, and that.performance is delivered with integrity. It equips audit functions to move at the speed of risk, dellverlng value not just after the fact, but as a
continuous partner in resrllence performance, and respon3|ble growth :



Al GRC (AIcherna nce, Risk & Compliance)

InGRC 7. 0 ‘GRC Orchestrate Al GRC ensures that artrfrcral mtellrgence is not jUSt powerful — but purposeful, trustworthy, and accountable As organrzatlons increasingly rely on Al to
drive decisions, automate operatlons and shape engagement GRC technologies provrde the governance risk, and complrance infrastructure necessary to alrgn Al systems with strategy,
ethics, and law. : : : . ; , ,

Al GRC technologies help orgamzatrons reliably achieve the intended objectives of Al, manage the uncertainty it introduces, and act with mtegrrtyrn its design, deployment and use.
This is'not a separate function —itis a core orchestration capabllltythat spans business, IT, data science, ethlcs and compllan ce. Key capabilities include:

Al Governance and Oversight. GRC platforms support the ‘definition and enforcement of Al governance frameworks — mcludmg prrncrples polrcres roles, and accountablllty
structures — ensuring thatAI systems align W|th the organlzatlon s mission, values, and risk appetite. :

Al Lifecycle Risk Management Solutions |dent|fy assess, and manage risks across the AI lifecycle —from deS|gn and developmentto deployment retraining, and reti rement
— including model drift, bias, explainability, adversanalvulnerabllrty, and operatlonal failure.

Ethical and ResponS|ble Al Use. Tech nologles embed ethical standards into Al development and use—tracklng adherence to faimess, transparency, human overS|ght and
non- dlscrlmlnatlon pfinciples —and operatlonallzmg voluntary codes (e.g., OECD, NIST, ISO, G7 Hiroshima).

Al Compliance and RegulatoryAllgnment Platfo rms monitor evolving Al-related laws, standards, and guidance (e. g EU AI Act, NIST RMF, ISO/IEC 42001), .map obligationsto
controls and policies, and enable structured evidence gathering to demonstrate complrance : .

Model Documentation and. Explama b|l|ty GRC tools support the documentatlon of model purpose, loglc data sources, and ass umptfons — provrdrng traceabrlrty and
explarnabrlrty forrnternalgovernance audit, and-external regulators .

Third- Party Al Over5|ght Capabrlrtres extend to vendor provrd ed Al systems and embedded models — ensurlng risk, co mpllan ce, and ethlcal requrrements are enforced across
" the extended digital ecosystem. : '

Agentlc Al for Monitoring Al. Intell|gent agents mo mtor Al model behaV|or in product|on detect anomahes ordrift, tngger alerts, and suggest m|t|gat|ons — enablmg Al'to help
‘govern i\ through feedback loops and machme -augmented oversight. :

: Integrated Reportlng and Assurance. Dashboards, model risk inventories, and control health reports prowde stakeholders — |nclud|ng boards, regulators and the publlc—
with visibility into howAI is governed, managed, and monitored in real tine. :

AI GRC in GRC Orchestrate equs organlzatlons to mnovate with conf|dence and integrity — ensurlng thatAl is not only effectlve but safe, fair, and aligned with what the business -
stands for. Ittransforms art|f|C|al__|ntell|gence into accountable |ntell|gence — énabling transparency, resilience, and trust in a future increasingly shaped by algorithms.



Data GRC Management,

InGRC 7. 0 ‘GRC Orchestrate Data GRC technologles are the backbone of trusted ethical, and intelligent enterprise performance Datai is both an asset and a l|ab|lrty—‘
itfuels decisions, drives drgrtal transformatlon and must be governed with clarlty, conS|stency, and contextual |ntell|gence '

Data GRC ensures that organizations define the rules of engagement around theirdata — “how it is created, used protected and retired — with the same rigor appliedto -
financial or physical capital. |t operationalizes integrity in a.world where data volume, velomty, and variability are acceleratmg exponent|ally Core capabilities |nclude

Enterprise Data Governance Platforms. Tools that define the direction, ontology, and |nformat|on architecture to govern structured and unstructured data
across silos. This includes data catalogs, lineage mapplng, data classrflcatlon stewardshrp workflows, business glossarles and metadata |ntegrat|on —all

mapped to business objectlves

Data R|skManagement Technologles to identify and assess data risk exposure: including unauthorlzed access, corruptron exfiltration, mconsrstency, and data
quality degradatlon Supports ongoing monitoring of risk across cloud on- premlses ‘and third- party envrronments — with automated alerting and contextual risk " -

sconng

‘Data Compllance Management Manages regulatory, contractual, and ethical obl|gat|ons related to data —such as GDPR, HIPAA; CCPA, Al Act, and f|nanC|al
sector data localization laws. Enables mapping of data sets to-applicable requirements, policy controls, and ewdence_ foraudits and assessments. ’

‘Data Policy & Control Enforcement. Enables organizations to define and enfor_ce, ru‘les around data retention; access, encryption,'masking, anonymization, and
lifecycle management — across hybrid data environménts. Supports automated remediation and're'porting when controls are bypassed or fail.

. ~Semantic Orchestratlon & Ontology Mapplng Establ|shes common language and meaning across systems departments,and jur|sd|ct|ons — allowmg for data
7 harmonrzatron across the organlzatlon Th|s is essentralfor mtegrated GRC reportrng, Cross- border compliance, and coordinated governance.

Digital Twins of Data Ecosystems. Models the flow, llneage andtra nsformatlon of data across the organlzatlon in real-time. Enables simulation of breach
scenanos regulatorychanges -or. archltectural shifts —and how theyrmpact compliance, risk, and performance.

‘ Agentlc Al for Data Integrlty, Privacy & Control Al agents autonomously monitor data behavior, flag anomalies, recommend governance adjustments and- h
predict where data may drift: from policy or rlsk parameters. These agents support adaptive governance at scale continuously learnrng and aligning with busmess

. needs and regulatory trends.

Data GRC in GRC Orchestrate tra nsforms data from a fragmented l|ab|l|ty into a trusted strateg|c asset — governed-with precision; protected by deS|gn and orchestrated
|ntell|gently through sema ntic coherence and agent|c response..



Financial Crime GRC Manage ment

In the age of GRC Orchestrate ma naglngflna ncial crime risk is not a siloed com pllance exercise — |t |s a coordlnated and adaptlve effort to ensure the organlzatlon reliably achieves objectlves addresses uncertalnty, and acts
with integrity in the face of dynamlc and evolving fina ncral crime threats:

Financial Crime GRC tec| hnologles enable organizations to govern and orchestrate their defenses agalnst money laundering, sanctlonswolatlons bribery and corruptlon |nS|der abuse and fraud. These capabllltles must be rlsk-
aligned, intelligence-driven, and embédded across the lines of business — not bolted on as afterthoughts. This category ‘includes: -

Financial Crime Compliance Platforms Holistic solutions that bring together governance, policy, controls, risk assessments, monitoring, and reportlng across AML antl bribery/anti-corru ptlon (ABAC), sa nctlons V
and fraud. These platforms enable centralized oversight and distributed ownership across the three lines of defense.

Transaction & Behavioral Monitoring. Real-time and batch analysis of customer and counterparty behavrors payment flows, and transactlon patterns to detect red flags and emerging typologles Comblnes rules-
based detectlon with mac hlne learning models foranomaly detection and trend identification. :

Sanctions & Watchlist Screening. Screening of individuals, entities, and instruments aga st global and regional lists (OFAC, EU, UN,HMT, BIS, etc.). Includes list management, phonetic and fuzzy matching,
contextual screening, and audit trails. Inc reasingly enhanced with Al-driven na me resolution and geoparsing. * . ’
: Know Your Customer (KYC), KYB and Continuous Due Dlllgence Customer and business onboa rdlngtechnologles‘that integraté identity ver|f|cat|on risk scorlng, beneﬁcralownershrp and document validation.
. . Also supports cKYC —ongorng refresh of profiles based on real-time signals, th|rd party intelligence, adverse'-media, and relatronshrp changes

Antl-Brlbery & Corruption (ABAC) Risk Management. Governance of third- party inte rmedlarles agents ve ndors and hlgh -risk business re latlonshlps Includes due dllrgence ongorng monitoring, conflict of interest
. management, giftand hospitality tracking, and |ntegrat|on with whistleblower and investigations tools.

Fraud Detection & Insider Risk Management Solutlons to detect and prevent fraud schemes — including payments fraud, application fraud, expense fra ud and insider misuse. Leverages user/entlty behavior
analytics (UEBA), pattern recognltlon and anomaly scoring across physrcal and digital envrronments

Case Management & SAR F|l|ng End-to-end management of alerts, |nvest|gat|ons doécumentation, and regulatory reporting. Ena bles workflow automatlon evidencelinkage, decision traceability, and submission of
suspicious act|V|ty re ports (SARs) to appropnate authorrtles .

- Risk-Based Approach & Frnancml Crime Risk Assessment. Supports enterprlse -wide and business-unit level assessments of financial crime risk. Evaluates inherent risk- across geographles customertypes,
channels products, and dellvery methods. Links risk to controladequacy and resrdualexposure forboard and regulator reporting. 4 . .

o« .

Dlgltal Twins & Simulations for Flna ncial Crlme Exposure Creates areal-time'model of the organization’s flnanC|alcr|me risk exposu re across people, processes technology, and third pa rties. Slmulates impact of
ik : emerging threats changes in regulation, orinternal control fa |lures to stress-test resilience. *

Agentic Al for Alert Prioritization & Analyst Augmentation. Al agents that assistin triage, ‘provide contextualrisk narratives, and recommend actions. Learns from analyst behavior to improve prlorltlzatlon and
‘reduce fatlgue Delrvers franspa rency, speed, and alrgm’n entto pollcy and regulatory expectatlons .

* Financial Cr|n1'e Ontologl es & Semantlc Intelligence. Structuresthe language of flnanC|al crime — from rlsks to regulations to controls—into an enterprlse se mantlc architecture. Alrgns pol|C|es procedures
obligations, and’ systemsto ensure consistency; defenS|b|l|ty, and scalablllty

.

Flnanclal Crlme GRC isno longerjust about av0|d|ng penaltles Itis about bU|ld|ng trust, malntalnlng integrity, and protectlng the organlzatlon from reputatlonal and operatlonal harm. In GRC 7.0, financial crime defense
becomes proactive, orchestrated; and allgned to the core mission of the business.



Finence SRG Norag et

InGRC 7. 0 ‘GRC Orchestrate 'Finance GRC Management ensures that finanCial governance, risk, and compliance are not isolated to reporting cycles — but embedded ‘
into daily operations, decision- making, and organizational reSilience - v

Finance GRC tech nologies support the integrity of finanCial data, the transparency of disclosures, and the defenSibility of i nternal control over finanCial reporting.(ICFR).
These solutions bring together risk awareness, control automation, analytics,-and regulatory compliance into a unified orchestration layer — enabling CFOs, controllers
and audit committees to naVigate complexity with confidence. Key capabilities include C

Internal Control over Financial Reporting (ICFR). Platforms manage the deSign documentation monitoring, and testing of financial controls tied to SOX and
other statutory reqUirements — with automation workflow, and audit trails that ensure accuracy and-assurance in financial disclosures

‘ Financial Close Management. Tools streamline the financial close process, coordinate activities across stakehotders and monitor reconCiliations and
. : certifications — helping reduce errors, delays, and controlfailures during month-end, quarter-end, and year-end cycles

Statutory, Regulatory & Investment Reporting. GRC systems help manage compliance with’ external fina nCial reporting reqUirements inctuding SEC, ESMA,
"ESEF, and IFRS mandates — while aligning disclosures with investor, board and ESG expectations. : :

Fraud Management. Capabilities to detect, investigate, and prevent financial fraud through a_nomaly detection, transaction monitoring, whistleblower intake, and
‘ integration with case management.— enabling early intervention and continuous monitoring of financial integrity :

Miscellaneous Financial GRC Tools. Includes solutions for tax compliance risk treasury control assurance, capital expenditure governance, and financial
- statement risk modeling — tied to broader enterprise controls and risk registers

.

: Agentic Al for FinanCial Integrity and OverSIght Intelligent agents monitor financial control data analyze trends in reporting anomalies, flag pote ntial exposure
and suggest corrective actions — augmentingfinance and compliance teams with real-time insight and intelligent auditreadiness. :

; DigitalTWin Simulation of FinanCial Risk & Control Enwronments Financial systems and reporting workflows are modeled to simulate control breakdowns
_fraud scenariOS or regulatory im pacts —ena bling finance leaders to test assumptiorts and build resilience across financial processes.

Finance GRC Management in GRC Orchestrate empowers the organization to ensure finanCial integrity,'reporting transparency, and control reliability — While
enabling finance to act asa strategic partner in performance, trust, and accountability



Environmental GRC Management

In GRC 7.0 —-GRC Orchestrate Enwronmental GRC ensures the organization can rel|ably ach|eve its environmental obllgatlons goals, and values —with full transparency,
traceablllty and responswen ess toan mcreasmgly complex landscape of regulatory, operational, and stakeholder demands. :

Environmental GRC technologres provrde visibility and control over environmental performance and risk across busrness unlts geographies, and suppl chams These capabllltles enable
organizations to manage compliance with environmental regulat|ons monitor |mpact model disruption, and ensure al|gnment with sustalnab|l|ty and SG objectlves —allinadynamic,
connected architecture. Key capabilities include: :
Environmental Management Platforms. Core systems that monitor, analyze and manage environ mental programs controls, and impactacross operatlons — ensurmg
alignment.with environmental regulat|ons internal policies, and enterprlse sustalnablllty goals.

Air, Water, and Waste Management Solutlonstrack and manage air emissions, wastewaterdlscharge hazardous and non-hazardous waste, and resource usage—wrth
reportmg allgned to regulatorythresholds permlts and voluntaryframeworks ’

Chem!cal Mana ement. Platforms control the classification, handlmg, storage, transport, and dlsposal of ehemicals — |nclud|ng |ntegrat|on W|th SDS l|brar|es and global -
compliance llsts%e g., REACH, TSCA, GHS) _

Energy & Carbon Management. Fools capture and analyze data related to energy use, ‘carbon footprmt and GHG emissions — enabllng entissions tracking, forecastlng, and
. performance benchmarking aligned W|th net-zero and decarbonization goals.

Land Use & Permitting. Systems ma nage environ mental permits, tand use restrictions, biodiversity impact, and related obllgatlons — ensuring that operatlons respect
environmental zoning, conservation boundaries, and remed|at|on commltments

ASustamablllty & Environmental Reporting. GRC platforms support the compilation, caloulatlon and subm|33|on of data for regulatory reports investor dlsclosures and ESG
framewerks (e.g., CDP CSRD GRI) — W|th auditability and assurance built-in. . N

. Miscellaneous EnwronmentalTools Includes specialized tools for environmental modeling, spill and incident tracking, remed|at|on plannmg, and impact assessments —
- ofteh'integratéd into larger envrronmentalor ESG platforms: : oA .

Dlgltal Twin Integratlon for Enwronmental Impact Modellng Dlgltal twins simutate the environmental consequences of strateglc or operatio nal deC|S|ons — allowmg
organizations to model the cascading effects of facility changes, supply chain shifts, or resource constraints. ,

Agentic Al for Monltorlng and Compllance Al agents automate envi ronmental data collection, analyze patterns detect anomalies, and trlgger alerts — enablrng real- t|me
compliance with enwronmental obl|gatrons and early detection of potent|al V|olat|ons

Environmental GRC i inGRC Orchestrate empowers organlzatlons to embed environmental respon3|b|l|ty into enterprise performance and resilience.
Itensures that envi ronmental object|ves are not managed in |solat|on — but mtegrated across r|sk compllance ESG, and operat|ons to build a sustainable, adaptlve and trusted
'organrzat|on ; :



Health & Safety GRC Management

In GRC 7.0 —-GRC Orchestrate, Health & Safety GRC empowers organizations to proact|vely manage the wellbeing of their workforce, the safety of their operations, and their obligations
to regulators, communities, and stakeholders. These technologies ensure that health and safety expectations are not S|loed in com pllance manuals — but orchestrated across daily ;
‘decision- maklng, frontline behaV|or and organlzatlonal reS|l|ence : : ) : _

Modern Health & Safety GRC solutions deliver integrated V|S|b|l|ty, engagement, and co ntrol over H&S programs —from hazard ldent|f|cat|on and tra|n|ng to |nC|dent response and
corrective action — aligned with enterprise objectives, risk postu re and ESG prlorltles Key capabilities include:

Health & Safety Management Platforms. Core systems that manage H&S policies, programs procedures compl|ance requwements and performance indicators across
locations and departments — prowdrng a unrfred view of health and safety across the enterprlse :

Health & Safety Forms & Document Ma nagement Digital forms and centent tools for capturing nsk assessments, safety walkth roughs PPE checklists, job safety analyses
and other frontline documentation —Wlth moblle multlllngual and offline capabilities for global workforces.

Health & Safety Incident Solutions. Systems for reportin |nvest|gat|ng, and tracking workplace |nC|dents near misses, and unsafe conditions — |ntegrat|ng correct|ve
actions, rootcause analysis, and tren on|tor|ng to drive earn|ng and prevention. - _

Occupatlonal Safety Solutions. SpeC|al|zed tools for managlng)workforce safety — |nclud|ng ergono mics assess ments, confined space entry, exposure tracking, and
_compliance with occupational health standards (e.g., OSHA, ISO 45001

Hazard Analysis Solutions. Platforms for proactlve identification, -evaluation, and control of workplace hazards using r|sk matrlces bowtie analyS|s and jOb hazard analyS|s
(JHA) — tied to risk registers and control frameworks. .

: Chemical Management & Labeling Solutions. Tools for manaﬁ g hazardous substances container labellng, SDS libraries, and rightto- know requirements — ensuring
compliance with global H&S chem|calstandards (e.g.,GHS, W ‘ B

- Miscellaneous Health & Safety Tools. Includes PPE tracking, fatlgue management, health su n/e|llance behavioral safety observation, emergency drills, and contractor safety
mariagement— all con nected to broad er GRC frameworks _

Agentlc Al for Predictive Safety and Alerts Al agents analyze safety data inrealtime to detect leading |nd|cators tngger alerts and recommend |ntervent|o ns — shlftlng from
laggingindicators to predictive-insightand prevent|ve action. ,

‘ Di ital Twin Slmulatlon of SafetyScena rios. Di |tal twins of facilities and workflows allow simulation of |nc|dent scenarios, responsetlmlng, hazard spread, and control
ectlveness — strength eni ng prepared ness an |nform|ng operatlon al deC|S|ons

Health & Safety GRC i in GRC 0rchestrate ensures that safety isnotjustaco mpllan ce activity — _itis a core value operationalized at scale, integrated into strateﬁy rrsk management
and organizational culture It empowers organ|zat|ons to protect people, ensure safe workplaces, and build reS|l|ence through V|S|b|l|ty, accounta ility, and foresight ;



Human Resources GRC Management

In GRC 7.0 - GRC Orchestrate, Human Resources GRC Management ensures that organizations can 1g,overn and'suPPort their most. =
valuable asset: their people. HR GRCtechnologies integrate governance, risk, and-compliance into the full employee lifecycle — ensuring
that workforce strategy, conduct, and culture are aligned to business objectives, ethical standards, and regulatory expectations. :

These tools extend beyond process automation. They embed accountability, fairness, and engagement into how people are hired,
developed, evaluated, and protected — while ensuring HR risks are visible, managed, and reported in real time. Key capabilities include:

Human Capital Management Oversight. Platforms enable governance over workforce-related strategies, policiés, risks, and .
metrics — from hiring and onboarding to retention, leadership development, and succession planning, aligned with DEI, ESG, and
strategic workforce objéctives. ' A : ; N

HR Investigations Mahagement. Solutions manage the intake, triage, documehtation, inve'stigation, and resolution of HR-related - -
incidents — including harassment, discrimination, retaliation, bullying, and workplace conflict.— with auditability, consistency,
and sensitivity. . 0 SRS e , ; g : 5 o, : , % e

" HRPolicy & Training Governance. GRC technologies manage the distribution, attestation, and training around HR policies (e.g., -
code of conduct, ethics, leave policies, hybrid work expectations), ensuring employees understand and commit to the
‘organization’s expectations and values. ’ : . : ' ; '

Miscellaneous HR GRC Tools. includes tools fo'r employee disclosures (e.g., ébnfliéts' of interest), éttestation tracking, contractor
.compliance, workforce health/safety integration, and workplace well-being— integrated into broader GRC and ESG frameworks.

- Agentic Al for Workforce Risk Monitori.ng. Intelligent agents monitor trends in HR metrics, survey senjcim'enf, case data, and
trainilng engagementto detect emerging.issues, bias patterns, or compliance gaps — and recommend interventions before they
escalate. = : Lk ' - ' s :

. Workforce D‘igital Twins for Risk & Strategy SimUlaiion. HR digital twins mod el workforce structures, turnover r_isk, talent
- pipelines, and labor disruption scenarios — helping leadership plan and test decisions related to organizational change, labor
. strategy, and human capital investment. : ' ' o _ o -

Human Resources GRC in GRC Orc:hes'ti"até transforms HR from a service fu n¢tion into a governance and culture engine — ensuring
that human capital strategies are ethical, accountable, and alighed with enterprise performarice, risk; and integrity. : :



Identity GRC Management

InGRC 7. 0 ‘GRC Orchestrate Identlty GRC technolog|es 'serve as a foundat|onal layerfor enterprise integrity, enabllng the organ|zat|0n to govern manage, and assure
that the right |nd|V|duals —Whether human or machme — have the right access, at the r|ght time, for the r|ght reason.

Ident|ty is no longer just an IT issue. It is a business- critical layer of governance r|sk and compl|ance that intersects W|th every GRC domain. Ident|ty GRC ensures
accountability and traceability in how access is provisioned, modified, and removed —reducing the r|sk of mternalfraud external attack vectors, operatlonaldlsruptlon
and regulatory non-compliance. Core capabilities include: ‘ ) )

Identity Governance Platforms. Technologies that manage the full l|fecycle of |dent|t|es (employees, third pa rtles bots, agents)—from onboa rd|ng to
offboarding — including role-based access models, entltlement rewews Jomer/mover/leaver processes and-escalation Workflows Governance is contextuallzed
tobusiness obJect|ves and GRC obl|gat|on3

Identity Risk Management & Segregauon of Duties (SoD) Tools that define access risk criteria, modeltOX|c combinations of entltlements and conduct real-
time SoD analyS|s — enabling continuous monitoring and m|t|gat|on of identity risks against busmess critical processes.and systems.

Access Certification & Policy Enforcement. Automated processes for perlodlc access reviews, recertlflcatlon and attestatlon — ensurlng alignment between .
-identity.roles, organizational pol|C|es and regulatory mandates. Includes policy violation detect|on exception management, and enforcement

inleged Access & Entitlement Management SpeC|al|zed tools for controllmg h|gh -risk access — such as.admin, root, or cr|t|cal mfrastructure access — Wlth
.elevated scrutiny, session monltormg, andjust- |n -time prOV|S|on|ng Protects the organ|zat|on from insiderthreats and credentlal abuse. . '

Ident|ty Analyt|cs & Behavioral Monitoring. Capabllltles to detect anomalles inaccess patterns, 1dent|Ty high-risk behaV|or and dynamlcally adjust access
controls — mtegratmg with threat |ntell|gence and |nC|dent response to support zero- -trust archltectures ;

] Agent|c Al for Identity Llfecycle Automation & R|sk Detect|on Intelligent agents autonomously manage access requests, flag untsual access comblnatlons
and recommend revocation or remedlatlon actrons Al learns from historical decisions, context, and peer comparisons to contin uously optlmlze access
governance. , ,

.Digital Twins of Identity & Access Ecosystem. Digital representations of roles, access paths, and.entitlement structures allow organizations to simulate
onboardlng/offboardlng scenarios, assess cascadlng access risk, and proactlvely test the impact of access policy changes on organizational exposure

ldentity GRC in GRC Orchestrate empoWers organlzatlons to manage access with precision, accountablllty, and resilience — across human users, third partles and
‘machine identities. It mtegrates |dent|ty as a living layer of GRC contlnuously sensing, governing, and adapting access in concert with risk, compllance and busmess

objectives.



Legal GRC Management

InGRC 7. 0 ‘GRC Orchestrate Legal GRC Management ensures that legal obllgatlons dlsputes and exposures are managed W|th ag|t|ty, mtegrlty, and intelligence. Legal
GRC technologies enable organizations to align legal strategy with business objectives, orchestrate discovery and evidence ma nagement, and enforce legal holds, '
retention, and response workflows — all while maintaining defensibility, transparency, and reS|l|ence . : , , -

This is not just about protecting the organization after something happens. In GRC Orchestrate, Legal GRC becomes a proactive l|ne of ‘assurance — surfacmg rlsks early,
enabling ethical decision-making, and embedding legal awareness across processes, policies, and relatlonshlps Key capabilities include: ,

Legal Matter & Case Management. Technologies manage the lifecycle of legal events |nvest|gat|ons and cases—from intake and triagethrough |
documentation, counsel coordination, tlmellne tracklng, and resolutlon — ensurlng structured Workflows and evidence- backed decisions.

eDiscovery and Legal Hold Automation. Solutlons support defensible dlscovery practlces with tools to identify, preserve, collect, and review electronrcally
stored information (ESI). Legal holds are issued, tracked, and enforced automatlcally across custodians and content systems

Retention and Dlsposmon Management. GRC platforms integrate with enterprlse content systems to define and enforce legal retentlon schedules — ensurlng
that |nformat|on is retained or dlsposed of according to legal regulatory, and policy obligations. . .

Integrated Risk and Regulatory Mappmg Legal obligations and risks are mapped to contracts regulations, pol|C|es and controls — - enabling visibility into how -
legal exposures mtersect with operational and strateglc activities. j

Digital Twin Integratron for Litigation Exposure Modeling. Legal scenarios can be modeled through digital twins to srmulate potent|al l|t|gat|on or regulatory
investigation outcomes, understand upstream failures, and assess financial or reputatlonal impacts. ° . .

.~ Agentic Al for Legal Intelllgence Intelllgeht agents support legalteams by reviewing documeénts, surfacmg risk S|gnals identifying pr|V|leged content extractmg
. obligations,’ and predlctlng areas of. exposure based on mternal data and legaltrends : . . -

Cross-Functional Legal Awareness Legal expectatlons and respon3|b|l|t|es are embedded |nto business workflows—from procurement and marketlng to HR
and third-party management — ensuring that legal risks are con3|dered proactively, not react|vely

‘Aud|tab|l|ty and Legal Reportlng Platforms provide real- tlme dashboards and defensible audit tralls across case activity, hold status, data retentlon and
" resolution metrics — enabling compl|ance with regulators courts, and oversight bodies. ;

Legal GRC Management in GRC Orchestrate.tra nsforms (egal from:a reactive cost centerto a strategic partner in enterpnse integrity, accountab|l|ty, and resmence
It enables-legal teams to. move-at the speed of busmess — equipped with lntell|gence automation, and insight to, gwde the organ |zat|on through uncertamtyW|th

conﬂdence



Privacy GRC 'Man’agement ' 

In GRC 7.0 —-GRC Orchestrate Prlvacy GRC Management ensures that privacy is nottreated as a reactive compliance obl|gat|on —butasa dynam|cand embedded component of trust
digital governance, and responS|ble innovation. Prlvacy]GRC technologies help organlzatlons operatlonallze prlvacy pr|n0|ples acrossjurisdictions, business units, and systems,
‘enabllng the ethicaland compliant use of personal data t roughout its li ecycle , _

These platforms orchestrate people, processes, and technology to uphold |nd|V|dual r|ghts fulfill regu latory requ|rements and al|gn prlvacy with busmess obJect|ves and d|g|tal
transformation. Key capabilities include: : : ]

Privacy GRC Management Platforms. Centralized systems thatoversee privacy programs frameworks roles and governance structures — enabllng coordination across legal,
IT, compliance, mar et|ng, and third- party risk domains. . . :

PIA/DPIA Controls &Automatlon Tools to perform manage, and automate Prlvacy ImpactAssessments (PIAs) and Data Protection Impact Assessments (DPIAs), including
risk scoring, control recommendatlons approvals and evidence'logging. ’ :

Data Mapplng & Inventory Solutions. Platforms that ma dpéoersonal data flows, ‘process inventories, systems, data categoriés, and purposes of processmg — enabllng
compliance with obllgatlons such as GDPR Artlcle 30 and CPRA data tracklng _ _

Privacy nghts Automation Solutions. Capabilities to automate fulfillment of Data Subject Access Requ ests (DSARs) deletion req uests; opt-outs, and consent changes —
. mtegrated across data systems and allgned with'regulatory timelines. :

Privacy Incident Management Solutions. So lutions to triage, investigate, and respond to data breaches and privacy |nC|dents — managing tlmellnes |mpact an alyS|s
regulatory reporting, and communications with data subjects and author|t|es

: Privacy Policy & Tra|n| Solutions. Tools for managing privacy- related policies, dellverlng employee and th|rd party tralnlng, tracklng attestation, and remforcmg awareness of
pr|vacyexpeotat|ons an obl|gat|ons across roles. N

- Miscellaneous Policy & Training Management Tools. Includes consentand cookie management, vendor privacy assessments, Cross- border transfer tracklng, and tools that
embed privacy into digital de3|gn processes (“Prlvacy by Design”). :

Agentlc Al for Prlvacy Monitoring and Response. Intelllgent agents. assist in |dent|fy|ng unauthorized data use, flagging pollcy mlsallgnment |nterp retlng global regulatory
updates, and initiating automated responses to risks orrights requests.:

gltal Twin Modelmgfor Pr|vacy Impact Slmulatlon Digital representatlo ns of data ecosystems allow S|mulat|on of privacy risks, pol|cy changes and breach scenarlos —
ping organ|zat|ons orecast and optimize prlvacy control strategles in advance ,

Privacy GRC Management in GRC Orchestl:ate empowers organlzatlons to treat prlvacy notasa burden, but as a strategic enabler of digital trust and ethical data use.
It delivers agility, accountab|l|ty, and al|gnment in naV|gat| ngawo rd of rlsmg expectatlons around perso nal data —from consumers, regulators, and society at large.



Quality GRC Management

In GRC 7.0-= GRC Orchestrate Quallty GRC technologies.ensure.that product and service quality is notjust monrtored —.itis proactrvely governed, r|sk-
aligned, and strategically mtegrated |nto enterp’nse performance, compllance and customer trust.

Quality GRC connects operatlonal excellence with strategic resilience by embeddmg quality overs|ght across product developme nt, manufacturlng, service f
delivery, and supply chain operations. These technologies enable organizations to prevent defects, respond quickly to fa|lures comply with regulatlons and
drive contlnuous improvement through orchestrated data,-controls, and collaboratlon Key capa bilities include: _

Quality Manag__ement Platforms. Core systems that manage quality programs, audlts metr|cs certlflcatlons and sta ndards across the enterprlse —
|nclud|ng ISO, FDA, GMP, and other regulatory and |ndustry specn‘rc frameworks . B

Non-Conformance & Varlance Solutions. Tools to track, |nvest|gate and resolve product and process non- conformances — |ntegrat|ng root cause
analysis, risk scoring, and resolution workflows. ' R :

* ' Equipment Management Solutions. Capabilities for managing callbratlon malntenance and pertormance tracklngof crltlcalmanufacturmg and
- - testing equment—ensurlng uptime, accuracy,and compliance. .

"Product Regulatlon & Labeling Solutions. Tools to manage compliance with product -related laws, technical standards labeling requirements, and
- safety cert|f|cat|ons — often across complex global jurisdictions and markets.

‘Corrective Action/Preventive Action (CAPA) Solutions. Platforms for identifying systemic issues, |mplement|ng corrective measures, and tracking
preventive actions — tightly mtegrated with-incidents, audits, and supplier feedback loops.

Mlscellaneous Quallty Management Tools. Includes supplier quality overS|ght complaint handllng, deviation management rlsk-based quallty
‘reviews, and field service quality — all connected to broader GRC and operational systems. = .

' Agentic Al for Quality Analytlcs and Early Detection. Intellrgent agents contrnuously monitor quality data detect early S|gnals of deV|at|on assess
defect patterns, and recommend interventions — driving predrctrve and preventive quality assurance.

.Digital Twm Modellng 1{e]3 Quallty Slmulatlon and Scenarlo Testln Digital representations of products production lines, and service envi ronments :
enable S|mulat|on of process changes dlsruptlon scenarios, and risl |mpact — enhancmg design quality and operational adaptab|l|ty :

Quallty GRCin GRC Orchestrate transforms qualltyfrom a reactlve checkpoint to a strate (flc enabler of customer trust, compliance assurance, and
.operational resilience. It ensures that qualrty IS nOtJUSt burlt in— rt is governed, measured, and continuously improved i in alrgnment W|th busmess goals and
stakeholder expectations. !



Measuring the Value
of GRC




GRC Value: It's More Than Just ROI



PRODUCTIVITY

EFFICIENCY

WORKFLOW

GOAL
SETTING

Efficiency = Traditional ROI (Time-Saved, Money-Saved)



GRC Efficiency

Reducing friction, manual effort, and redundancies across GRC processes...

v Automation of workflow and tasks.
v'Eliminating duplicate/redundant processes and activities.
v Efficiency in reporting with a single record of truth.

v'Single data entry flows into multiple reporting outputs (regulatory, board,
operational).

v'Automated control testing and evidence collection.



Efficient GRC is about doing things right.
But effective GRC is about doing the right things.
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Effectiveness = Effectiveness is about actual/measurable risk reduction



GRC Effectiveness

Improving the ability to identify, evaluate, and treat real risk exposure . ..
v'Risk indicators linked to business objectives trigger early warnings.
v'Control effectiveness validated through incident correlation, not just testing.
v'Dynamic risk scoring reflects real-time changes in environment or exposure.
v'Risk appetite thresholds are tied to escalation rules and board reporting.

v'Ensuring things do not slip through the cracks.



If you cannot demonstrate that your GRC
program is measurably reducing risk to your
objectives, then you are not being effective
— Just active, perhaps like a hamster on a
wheel not truly getting anywhere.






GRC Resilience

Detecting and containing risk events before they escalate into crises. ..
v'Integrated monitoring flags critical disruptions before service impacts.
v'Cross-functional incident playbooks streamline coordinated response.
v'Near-miss reporting channels improve learning and future mitigation.

v'Role-based alerts ensure issues are acted upon quickly by the right teams.

v'Risks are linked to upstream and downstream dependencies.



Resilience I1s what keeps a compliance issue
from becoming a scandal.

A system failure from becoming a shutdown.
A risk exposure from becoming a crisis.
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Agility = Navigatiag. Uncertainty on the Road Ahead



GRC Agility

Adapting GRC processes to support evolving strategy, objectives, andrisks. ..
v'Risk libraries easily updated to reflect changing objectives and emerging threats.
v'Scenario modeling evaluates risk to strategic pivots and objectives.

v'GRC dashboards shift focus based on changing KPIs and objectives.

v Expansion into new markets triggers realignhment of risk and compliance
workflows.

v'Rapid deployment of new regulatory requirements without re-architecting.



GRC should not be the handbrake.

It should be the navigation system —
helping the business steer safely through
uncertainty toward its objectives.



GRC 20/20’s Four Dimensions of GRC Value Framework -

Efficiency Effectiveness

saves time and reduces actual
money risk

Resilience Agility

detects and navigation of
contains uncertainty
iIssues ahead




Stop selling GRC as time savings.

Start showing how it enables the
business to achieve objectives, adapt to
change and uncertainty, and act with
integrity in an uncertain world.



The End Game: Business Confidence

—. A




Brmgmg GRC into Focus

gr 29’47

Thank You'
Questlons”

iel Rasmussen, The GRC Pundit & Analyst

B4 GRC 20/20 Research RC2020.com

# News ¢ The GRC Report * www.GRCreport.com RIEK Is UUR %
& Podcast ¢ Risk Is Our Business Podcast BUEI”EEE
=) Podcast * Hitchhiker's Guide to the GRC Technology Galaxy

Bl mkras@grc2020.com ¢ www.linkedin.com/in/mkrasmussen/ Ic report
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